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Executive Summary

Key Theme

The primary risk facing small and midsized organizations is not
adoption of advanced technology. It is the absence of disciplined,

measurable execution of essential cybersecurity practices.
Organizations that treat cyber readiness as a governed, continuously

monitored risk function — rather than a periodic IT initiative —
materially reduce operational volatility and financial exposure.
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Executive Summary

A Message from the CEO
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Cybersecurity is not just a technology issue. It’s a business issue. It affects operations, finances, 
reputation, and trust. And for small and midsized businesses (SMBs) – the backbone of our 
economy – the stakes are very high. 

This is the third year we have published the SMB Cybersecurity Statistics & Benchmark Report. We 
have assessed hundreds of organizations using our NIST-based framework and proprietary SensCy 
Score®. Our goal is simple: measure where organizations stand so they can take practical steps to 
improve. 

What we continue to see is clear. Most organizations want to do the right things, but many lack the 
structure and leadership focus needed to build a strong cybersecurity foundation. Tools alone are 
not enough. Resilience requires engagement, accountability, and a culture that treats cyber risk as 
a core business responsibility. 

The encouraging news is that improvement is achievable. Cyber resilience does not require 
perfection. It requires commitment and consistency. 

I hope this report serves as both a benchmark and a catalyst. When leaders prioritize cyberhealth, 
they strengthen not only their own organizations, but the broader economy.



Purpose, Scope, and Methodology

2026 SMB Cybersecurity Statistics & Benchmark Report
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Executive Summary

Incremental Progress, Persistent Vulnerability

1. Cyber Readiness Has Stalled at a
Structurally Low Level

2. Cyber Risk Lacks Executive Oversight

3. Avoidable Weaknesses Drive Exposure

4. Foundational Internet Security Controls are
Widely Misconfigured (New 2026 Insight)

5. Meaningful Improvement is Achievable —
But Requires Structured Action
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Executive Summary

Market Context and Report Alignment

Only 34%
of organizations have a

mature cybersecurity

strategy.

26% of SMBs
conduct regular security 

assessments. 

$120k - $1.2M
the cost of an SMB data 

breach, depending on the 

severity of the incident. 

43% of organizations
reported losing customers after an incident, 

with 47% reported greater difficulty attracting 

new customers due to reputational damage. 

3x less likely
Organizations adopting continuous exposure 

management are 3x less likely to experience 

a breach. 
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Sources:

Accenture State of Cybersecurity Resilience Report (1)

Guardz 2025 SMB Cybersecurity Report (2)

Verizon Data Breach Investigations Report (3)
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Hiscox 2024 Cyber Readiness Report (4)

Gartner (5)



Background
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SMBs Are at Risk

<20%

47%

54%

43%

Sources:
Huntress The State of Cybersecurity for Mid-Sized Businesses in 2023 (1)
StrongDM 35 Alarming Small Business Cybersecurity Stats for 2025 (2,3)
Fortinet State of Cybersecurity for Mid-Sized Businesses in 2023 (4)
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National Institute of Standards
and Technology (NIST)
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Six Pillars of
a Sound
Cybersecurity
Strategy
(NIST)

Identify Detect Protect

Respond Recover Govern
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Background

The SensCy Score®

A guided cyberhealth assessment everyone can understand, using 39 questions and collecting
100+ data points.

0 1,0000 - 699 700 - 799 800 - 1,000

Poor

Substandard

Good

The SensCy Score is a proprietary algorithm that generates a numeric representation of 

cyberhealth from the SensCy cybersecurity assessment. The SensCy Score is like a credit score 

for a company's cyberhealth. Like a credit score, companies should strive for an 800+ score.
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The Cybersecurity Assessments

500+

39

SMBs

Assessment
Parameters
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The Data
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What the Cybersecurity Assessments Reveal

93%

504

107%
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Initial SensCy Score Distribution
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Average Initial SensCy Score by Year

+44%
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Average SensCy Scores by Industry
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The Data

SensCy Score Distribution by Industry
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Poor Substandard Good

0 - 699 700 - 799 800 – 1,000



Average Score Improvement within SensCy Clients

+67%

+107%
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Score Improvement — 800+ Clients

+61%

+99%
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Measuring Cyber Risk &
Resilience
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People
88% of cyberattacks can be avoided as
they are caused by human error.

Leadership

Employees

IT Personnel
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Executive Cybersecurity Briefings
Question: Do the owners, executives, or board of directors receive 
regular cybersecurity status briefings?

70%
No

28%
Yes

2%
I don't know

Key Takeaways

• Best Practice Answer: Yes (28%).

• SensCy has observed that if
briefings are occurring, they are
often done ad-hoc and not part of a
regular leadership agenda.

• Cybersecurity is a business risk.
Briefings must occur at the highest
levels of organizations to help
leadership understand current
posture, risk profile, preparedness,
and potential outcomes.
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Written Cybersecurity Policies
Question: Does your company have written cybersecurity policies and 
a formal process to train employees on your cybersecurity policies?

75%
No

23%
Yes

2%
I don't know

Key Takeaways

• Best Practice Answer: Yes (23%).

• SensCy has observed that if an SMB
had cybersecurity policies, employee
exposure is often limited to the
onboarding process.

• Every company has HR policies. Why?
Because they mitigate business risk.
Cybersecurity is a business risk, and
companies must have policies in
place to address this risk. Since
employee mistakes are our largest
risk area, we must find ways to help
our employees understand these
policies.
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Cybersecurity Awareness Training
Question: How often is cybersecurity awareness training conducted?

50%
Never

23%
Annually

14%
Quarterly

12%
At least every other month

1%
I don't know

Key Takeaways

• Best Practice Answer: At least every
other month (12%).

• SensCy has observed that if an SMB
offers training to employees, it is
not done consistently enough to
change behavior.

• 88% of successful cyberattacks are
still caused by human error;
therefore, employees are the
largest risk. Focus on converting
them to first line of defense. 
Investing in a cybersecurity 
awareness training program is a 
critical step toward resilience.
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Phishing Simulations
Question: How often are phishing simulations conducted?

55%
Never

23%

At least every
other month

10%
Quarterly

10%
Annually

2%
I don't know

Key Takeaways

• Best Practice Answer: At least every
other month (23%).

• Phishing simulations are designed
to safely test how employees
respond to real-world attack tactics,
helping organizations identify
human vulnerabilities before
attackers do.

• SensCy has observed that if an SMB
provides phishing simulations to
employees, it is not done
consistently enough to change
behavior.
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Phishing Simulations - Impact

Click rate = % of employees who failed a phishing simulation
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Studies show that 34% of untrained employees click on phishing links, download malicious attachments, or provide

credentials when socially engineered through email. Additionally, 45% of ransomware is delivered through phishing. This is an

area of high risk.

Meaningful improvement can be achieved through a combination of consistent cybersecurity awareness training and

phishing simulations. The below shows trained employee click rates (with training and/or phishing simulations occurring every

month) vs. untrained employee click rates.

Click Rate - Lower is better

10%
Trained SensCy clients 0%

10% 20% 30% 40%

34% benchmark
10%

Impact vs benchmark

−24 pts
≈71% lower than 34% average

EXECUTIVE TAKEAWAY:
Meaningfully fewer clicks
= meaningfully less risk

Untrained Employees



Summary

People

The key to resilience lies in turning your biggest risk—your
people—into your first line of defense.

Only 28% of
leadership teams receive regular cybersecurity briefings, and half of SMBs do not
conduct awareness training. 
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Processes
Accountability is key to a strong
cybersecurity program. Repeatable
processes are how organizations build
resilience over time.

NIST Pillars

Vulnerability Identification

Accountability
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Asset Inventory
Question: Does your company maintain an up-to-date inventory of all the software 
that your employees have access to, and all of your company hardware?

49%
Yes

29%
I don't know

22%
No

Key Takeaways

• Best Practice Answer: Yes (49%).

• "We cannot protect it if we don't
know we have it." Sound familiar?

• With each addition, new risks are
introduced into the technology
stack. Confidence an environment is
truly secure requires an up-to-date
inventory.
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Notification of Critical Security Patches
Question: Is your company notified when critical security patches are released 
for all your software and hardware?

61%
Yes

36%
No

3%
I don't know

Key Takeaways

• Best Practice Answer: Yes (61%).

• Unpatched systems allow for threat 
actors to deploy ransomware and 
other malicious malware that can 
disrupt your business or lead to stolen 
data. Fast notification of these
vulnerabilities is critical to mitigating
them.

• SensCy has observed significant
gaps in the configuration, monitoring,
and follow-through of notifications.
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Installation of Critical Security Patches
Question: How soon does your company install critical security patches after they 
are released?

33%
Within 48 hours

12%
Within 1 month

30%
Within 1 week

16%
I don't know

9%
Other

Key Takeaways

• Best Practice Answer: Within 48
hours (33%).

• While 61% of SMBs report receiving
notifications of critical security
patches, only 33% are installing them
within 48 hours.

• Unpatched systems create an open
window for threat actors to disrupt
operations or steal sensitive
data — and the longer organizations 
wait to install critical patches, the 
wider that window becomes.
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Penetration Testing
Question: Does your company perform penetration testing at least annually?

22%
Yes

72%
No 6%

I don't know

Key Takeaways

• Best Practice Answer: Yes (22%).

• A penetration test helps identify
and exploit vulnerabilities in your
systems before threat actors can.

• Conducting penetration tests
enhances security posture,
ensures compliance with
regulations, protects sensitive
data, and minimizes the risk of
costly breaches.
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Dark Web Scanning
Question: Does your company actively search the dark web for 
exploited company information?

18%
Yes

78%
No 4%

I don't know

Key Takeaways

• Best Practice Answer: Yes (18%).

• The dark web is a marketplace
where threat actors buy, sell, and
share stolen data, including
information taken from business
systems and third-party breaches.

• Dark web monitoring helps identify 
whether organizational data —
such as usernames and login
credentials — has been exposed,
so action can be taken before it 
leads to account compromise or a 
larger cyber incident.
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Desktop Admin Rights
Question: Does your company prohibit employees from having admin 
rights on their desktops and/or laptops?

51%
Yes

46%
No 3%

I don't know

Key Takeaways

• Best Practice Answer: Yes (51%).

• If admin rights are not disabled on
desktops and laptops, users can
install any program — including
malicious ones — and can
accidently (or purposefully) create
a cybersecurity incident.

• Users with admin rights can
change critical security settings,
too. Restricting admin rights
creates a more secure
environment.
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Complex Passwords
Question: Does your company have a password policy that enforces 
the use of complex passwords with a minimum of 8 characters?

70%
Yes

29%
No

1%
I don't know

Key Takeaways

• Best Practice Answer: Yes (70%).

• A strong password policy is a
foundational defense against
unauthorized access.

• The most significant breaches
happen when threat actors have
access to company systems via
username and password. Long
passwords that include special
characters are difficult for
threat actors to crack.
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Incident Response Plan
Question: Does your company have a cybersecurity incident response plan?

31%
Yes

66%
No

3%
I don't know Key Takeaways

• Best Practice Answer: Yes (31%).

• A step-by-step incident response
plan significantly reduces the
downtime and financial impact
resulting from a cybersecurity
incident.

• A well-designed plan will direct all
parts of the organization during
this unique crisis and guide
leadership on what questions to
ask at each stage of the incident,
and how to communicate the
incident to employees and other
stakeholders.
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Incident Response Plan Annual Updates
Question: Does your company have a formal process to ensure your 
cybersecurity incident response plan is updated at least annually?

15%
Yes

65%
No

20%
I don't know

Key Takeaways

• Best Practice Answer: Yes (15%).

• Many parts of the organization
will have a role in the response to
a cybersecurity incident. Each
person should know their role
before an incident occurs.

• It's important to take employee
turnover and operational changes
into consideration and review your
plan at least annually.
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Back-ups

85% 78%

57% 42%
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Summary

Processes

Building a stronger cybersecurity posture starts with clear processes and
accountability.

Only 31% of SMBs have a formal cybersecurity incident response plan
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Tools &
Technology
Having the right tools and technology in
place is key to both protection and
recovery.

Prioritize

Execute
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Internal Vulnerability Scanning
Question: How often does your company perform internal vulnerability scans?

12%
Weekly

10%
Monthly

12%
Quarterly

53%
Never

13%
I don't know

Key Takeaways

• Best Practice Answer: Weekly (12%).

• Internal vulnerability scans are
security scans conducted within an
organization's network to identify
vulnerabilities in systems,
applications, and computing devices
that could be exploited by threat
actors.

• Internal scans focus on threats that
originate within the organization,
such as misconfigurations, outdated
software, or unauthorized access by
employees or contractors.
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External Vulnerability Scanning
Question: How often does your company perform external vulnerability scans?

10%
Weekly

8%
Monthly

14%
Quarterly

55%
Never

13%
I don't know

Key Takeaways

• Best Practice Answer: Weekly (10%).

• External vulnerability scans are
performed on an organization's
internet-facing assets to identify
vulnerabilities that attackers could
exploit from outside the network,
such as web servers, email servers,
and cloud environments.

• External scans identify security
misconfigurations, outdated
software, botnets, and other
compliance issues.
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Password Keeper
Question: Does your company provide a password manager to employees?

18%
Yes

55%
No

27%
I don't know Key Takeaways

• Best Practice Answer: Yes (18%).

• A password manager, or password
keeper, is a tool that securely stores
and manages employees' login
credentials for various accounts,
ensuring that passwords remain
strong, unique, and protected.

• Password managers prevent 
employees from high-risk activities 
such as reusing passwords and 
entering credentials on malicious
sites.
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Virtual Private Network (VPN)
Question: Does your company require a virtual private network to 
access systems when not in the office?

49%
Yes

45%
No

6%
I don't know

Key Takeaways

• Best Practice Answer: Yes (49%).

• A VPN is a security tool that encrypts 
and routes internet traffic through a
secure server, masking a user's IP
address and location.

• VPNs create a private, secure
communication tunnel between a
device and the internet, protecting
data from hackers, ensuring secure
communications for remote
employees accessing company
systems.
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Endpoint Protection Platform
Question: Does your company have an endpoint protection platform (EPP)?

56%
Yes

36%
No

8%
I don't know

Key Takeaways

• Best Practice Answer: Yes (56%).

• An EPP is a security solution
designed to detect, prevent, and
respond to cyber threats targeting
endpoint devices such as laptops,
desktops, and mobile devices.

• EPP solutions block ransomware,
spyware, and other malicious
software to protect endpoints from
cyberattacks and prevent users from
downloading malicious software.
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Two-Factor Authentication

61% 66% 48%
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Summary

Tools & Technology

The foundation of a resilient cybersecurity strategy lies not just in having
tools, but ensuring the right ones are in place and effectively used.

More than half of SMBs
never perform internal or external vulnerability scans
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Vulnerability Scanning 
Insights

SensCy analyzed external vulnerability scanning results to identify 
the most common security weaknesses. 
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Email Security 
Issues

78%
• 73% Misconfigured Domain-based Message Authentication, Reporting and 

Conformance (DMARC)

• 53% Misconfigured DomainKeys Identified Mail (DKIM)

• 19% Misconfigured Sender Policy Framework (SPF)

Most common issues found:
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Domain Security 
Issues

77%

• 77% - Misconfigured Domain Name System Security 
Extensions (DNSSEC)

Most common issue found:
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Website Security 
Issues

74%
• Various website security issues were found, from insecure

web headers to outdated plugins and mismanaged web
forms

Most common issue found:
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Encryption Security 
Issues

47%
• 42% - improper SSL configuration

• 22% - Expired or no SSL certificate

Most common issues found:
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Software & Endpoint 
Exposures

30%

• Various security issues were found on publicly facing
desktop, mobile, and server software.

Most common issue found:
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Open Port Exposure

11%

• 11% - had open port exposure

Most common issue found:
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Summary

External Vulnerability Scans

Tools &
Technology

Across hundreds of organizations, the common thread isn't sophisticated
cyberattacks – it’s the incomplete implementation of foundational security
controls.

• Email authentication (DMARC, DKIM, SPF)

• DNS protection (DNSSEC)

• SSL/TLS hardening

• Web application security controls

• Open network ports
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Cybersecurity
Insurance

The total cost can be
hundreds of thousands, to millions of
dollars 
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Cybersecurity Insurance
Question: does your company have cybersecurity insurance?

62%
Yes

26%
No

12%
I don't know

Key Takeaways

• Best Practice Answer: Yes (62%).

• While 62% of SMBs report they do
carry cybersecurity insurance, SensCy
has found that not all policies are
sufficient to fully cover them in the
event of an incident.

• SensCy recommends organizations
thoroughly review and understand
cybersecurity insurance policies to
ensure adequate protection.
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Ransomware Insurance
Question: does your cybersecurity policy cover ransomware?

32%
Yes

32%
No

36%
I don't know

Key Takeaways

• Best Practice Answer: Yes (32%).

• Not all cybersecurity insurance
policies cover ransomware, often
referred to as extortion in the
insurance world.

• Ransomware is among the most
costly of cybersecurity incidents, 
making it essential to ensure your 
policy includes ransomware 
coverage.
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Conclusion

Positive Trends for SMBs

What follows are best practice cybersecurity controls adopted by more 
than 70% of SMBs surveyed. 

While this is encouraging, it's important to note that with approximately
36 million SMBs in the United States, the 30% that are not in
compliance with these controls could amount to over 10.8 million
businesses.

61



Conclusion

What SMBs are Doing Well

83% 85% 83%

74% 73%
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Conclusion
The findings of this report reveal a significant gap in preparedness among SMBs, underscoring the need for accessible 
and practical cybersecurity solutions across three key areas: People, Processes, and Technology.

People. With human error responsible for 88% of successful cyberattacks, only 28% of leadership
teams receive regular cybersecurity briefings, leaving organizations vulnerable to evolving threats.

Processes. While 61% of SMBs receive notifications of critical security patches, just 33% apply
them within 48 hours, exposing systems to preventable risks.

Technology. Half of SMBs never conduct vulnerability scans, and only 48% require 2FA for all 
employees, leaving critical gaps in their defenses.
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Recommendations

1. Empower Employees
Regular training is essential to reducing human error, the leading cause of breaches. Additionally,
engage leadership to empower risk mitigation. Building a culture of cyber-vigilance creates an
engaged workforce that is better protected and better prepared to respond and recover.

2. Adopt a Risk-Based Approach
Conducting regular assessments and tracking results enables organizations to identify
vulnerabilities, prioritize efforts, and allocate resources effectively.

3. Simplify Incident Response
A clear, actionable incident response plan minimizes confusion and downtime during a breach,
enabling a faster recovery.

4. Partner for Expertise
Collaborating with trusted cybersecurity advisors provides access to critical resources and
customized solutions tailored to organizational needs. It's critical to recognize cybersecurity and IT
are two different fields of expertise.
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Be Prepared.
Be Protected.
Act Now.

Scan the code to take the
first step in making your

organization safer.

Take the first step:
Get your SensCy Score®
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About

SensCy
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Glossary of Terms

Security Terms

Administrative Rights Awareness Training

Cloud Services & Access
Management (CASB)

Data Loss Prevention (DLP)
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Glossary of Terms

Security Terms

Dark Web Encryption

Endpoint Endpoint Detection & Response (EDR)
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Glossary of Terms

Security Terms

Endpoint Protection Platform (EPP) Firewall

Incident Response Plan Malware
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Glossary of Terms

Security Terms

Mobile Device Management (MDM) Password Manager

Penetration Testing Phishing
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Glossary of Terms

Security Terms

Phishing Simulations Principle of Least Privilege

Privileged Access Management
(PAM)

Privileged Users
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Glossary of Terms

Security Terms

Ransomware Security Information & Event
Management (SIEM)

Security Patch Tabletop Exercise
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Glossary of Terms

Security Terms

Two-Factor Authentication (2FA) Vulnerability

Vulnerability Scan Virtual Private Network (VPN)
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